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Education for a Connected World is a tool for schools which enables the development of teaching and learning as well as guidance to support 

children and young people to live knowledgeably, responsibly and safely in a digital world.  In this document, we outline the coverage of this 

tool and how it feeds into our curriculum areas (PSHE, Computing, RE). 

 



 
 
 

 

Self-image and Identity 

 

This strand explores the differences between online and offline identity beginning with self-awareness, shaping online identities and 

media influence in propagating stereotypes. It identifies effective routes for reporting and support and explores the impact of online 

technologies on self-image and behaviour. 

 

Self-image and Identity PSHE Computing RE Not covered Reception Year 1 Year 2 

I can recognise, online or offline, that anyone can say 

‘no’ / ‘please stop’ / ‘I’ll tell’ / ‘I’ll ask’ to somebody who 

makes them feel sad, uncomfortable, embarrassed or 

upset. 

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can explain what is meant by the term ‘identity’. ​ ​ ​ ​   ✔️ 

I can explain how people can represent themselves in 

different ways online. 

​ ​ ​ ​   ✔️ 

I can explain ways in which someone might change 

their identity depending on what they are doing 

online (e.g. gaming; using an avatar; social media) and 

why. 

​ ​ ​ ​   ✔️ 

I can give examples of how the internet and social 

media can be used for positive self-promotion. 

​ ​ ​ ​   ✔️ 



 
 
 

 I can explain how anyone can curate and experiment 

with their identity online and why they might wish to 

do this. 

​ ​ ​ ​    

I am aware that a person’s online activity, history or 

profile (their ‘digital personality’) will affect the type of 

information returned to them in a search or on a 

social media feed, and how this may be intended to 

influence their beliefs, actions and choices. 

​ ​ ​ ​   ✔️ 

 

 

 

 

 

 

 

 

 

 

 

 



 
 
 

 

 

 

Online Relationships 

 

This strand explores how technology shapes communication styles and identifies strategies for positive relationships in online 

communities. It offers opportunities to discuss relationships, respecting, giving and denying consent and behaviours that may lead to 

harm and how positive online interaction can empower and amplify voice.  

 

Online Relationships PSHE Computi

ng 

RE Not 

covered 

Reception Year 1 Year 2 

I can recognise some ways in which the internet can be used to 

communicate. 

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can give examples of how I (might) use technology to 

communicate with people I know. 

​ ​ ​ ​  ✔️ ✔️ 

 I can describe ways people who have similar likes and interests 

can get together online. 

​ ​ ​ ​  ✔️ ✔️ 

I can explain what it means to ‘know someone’ online and why 

this might be different from knowing someone offline. 

​ ​ ​ ​   ✔️ 



 
 
 

I can explain what is meant by ‘trusting someone online’, why 

this is different from ‘liking someone online’, and why it is 

important to be careful about who to trust online including what 

information and content they are trusted with. 

​ ​ ​ ​  ✔️ ✔️ 

I can explain why someone may change their mind about 

trusting anyone with something if they feel nervous, 

uncomfortable or worried. 

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can explain how someone’s feelings can be hurt by what is 

said or written online. 

​ ​ ​ ​  ✔️ ✔️ 

I can explain the importance of giving and gaining permission 

before sharing things online; how the principles of sharing 

online is the same as sharing offline e.g. sharing images and 

videos. 

​ ​ ​ ​   ✔️ 

I can explain the importance of having a choice and giving 

others a choice online. 

​ ​ ​ ​   ✔️ 

I can explain how and why people who communicate with 

others through online platforms may try to influence others 

negatively and I can offer examples.e.g. racist / homophobic 

comments, social influencers sharing weight loss products, 

grooming; radicalisation; coercion 

​ ​ ​ ​    

I can explain strategies for assessing the degree of trust I place 

in people or organisations online. 

​ ​ ​ ​    

I can describe some signs of harmful online situations. ​ ​ ​ ​  ✔️ ✔️ 



 
 
 

I can assess when I need to take action and explain what to do 

if I am concerned about my own or someone else’s online 

relationship. 

​ ​ ​ ​  ✔️ ✔️ 

I can describe how online technology allows access to and 

communication with global communities. 

​ ​ ​ ​  ✔️ ✔️ 

I can give examples of how anyone can adapt their behaviour 

to engage positively and sensitively with a diverse range of 

people taking into account gender, cultural sensitivity, political 

and religious beliefs etc.  

​ ​ ​ ​   ✔️ 

I can explain how consent can be mistakenly assumed and 

demonstrate how to appropriately challenge this e.g. within 

established friendships, being generalised or having been 

previously given.  

​ ​ ​ ​   ✔️ 

I can recognise healthy and unhealthy behaviour in 

relationships and assess when the use of technology is 

becoming coercive and / or controlling (e.g. obsessive 

communication via online platform or text, using location apps 

to monitor and manipulate). I can explain when this is abusive, 

and strategies for getting help and support. 

​ ​ ​ ​    

 

 

 

 



 
 
 

 

Online Reputation 

 

This strand explores the concept of reputation and how others may use online information to make judgements. It offers 

opportunities to develop strategies to manage personal digital content effectively and capitalise on technology’s capacity to create 

effective positive profiles.  

 

Online Reputation PSHE Computing RE Not covered Reception Year 1 Year 2 

I can identify ways that I can put information on the internet.  ​ ​ ​ ​  ✔️ ✔️ 

I can explain how to search for information about others 

online. 

​ ​ ​ ​  ✔️ ✔️ 

I can give examples of what anyone may or may not be 

willing to share about themselves online. I can explain the 

need to be careful before sharing anything personal. 

​ ​ ​ ​  ✔️ ✔️ 

I can explain who someone can ask if they are unsure about 

putting something online. 

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can describe and assess the benefits and the potential risks 

of sharing information online. 

​ ​ ​ ​    

I can explain how the information online services hold about 

someone forms part of their ‘online identity’ and how this 

​ ​ ​ ​    



 
 
 

differs from their digital personality. 

I can describe what is appropriate to say and do in different 

online settings / platforms (e.g. opinions, values, information, 

shares, ‘likes’, ‘forwards’). 

​ ​ ​ ​    

I can explain how aspects of someone’s online identity can be 

linked together, and while something might be shared 

privately, it could have an impact later, personally and 

professionally.  

​ ​ ​ ​   ✔️ 

I can explain the importance of someone’s online reputation 

(especially to their future career) and can describe ways of 

managing this.  

​ ​ ​ ​    

I can describe how to appropriately challenge content or 

behaviour that may have a negative impact on someone’s 

online reputation. 

​ ​ ​ ​   ✔️ 

 

 

 

 

 

 

 



 
 
 

Online Bullying 

 

This strand explores bullying and other online aggression and how technology impacts those issues. It offers strategies for effective 

reporting and intervention and considers how bullying and other aggressive behaviour relates to legislation.  

 

Online Bullying PSHE Computing RE Not 

covered 

Reception Year 1 Year 2 

I can describe ways that some people can be unkind 

online. 

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can offer examples of how this can make others feel. ​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can describe appropriate ways to behave towards 

other people online and why this is important. 

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can give examples of how bullying behaviour could 

appear online and how someone can get support. 

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can describe how bullying may change as we grow 

older and recognise when it is taking place online. 

​ ​ ​ ​    

I can describe a range of different bullying types and 

behaviours and assess when these are occurring 

​ ​ ​ ​    

I can explain why anyone experiencing online abuse 

is never to blame (e.g. victim blaming) and that to 

​ ​ ​ ​    



 
 
 

suggest they are is wrong 

I can identify and demonstrate actions to support 

others who are experiencing difficulties online. 

​ ​ ​ ​    

I can identify and assess behaviours that might be 

seen as bullying in different online contexts (e.g. close 

friendship groups vs public forums) and adjust my 

own behaviour accordingly. 

​ ​ ​ ​  ✔️ ✔️ 

 

 

Managing Online Information 

 

This strand explores how online information is found, viewed and interpreted. It offers strategies for effective searching, critical 

evaluation of data, the recognition of risks and the management of online threats and challenges. It explores how online threats can 

pose risks to our physical safety as well as online safety. It also covers learning relevant to ethical publishing.  

 

Managing Online Information PSHE Computing RE Not covered Reception Year 1 Year 2 

I can talk about how to use the internet as a way of 

finding information online. 

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can identify devices I could use to access 

information on the internet. 

​ ​ ​ ​ ✔️ ✔️ ✔️ 



 
 
 

I can demonstrate how to use key phrases in search 

engines to gather accurate information online. 

​ ​ ​ ​   ✔️ 

I can explain what autocomplete is and how to 

choose the best suggestion. 

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can explain how the internet can be used to sell and 

buy things. 

​ ​ ​ ​   ✔️ 

I can explain the difference between a ‘belief’, an 

‘opinion’ and a ‘fact. and can give examples of how 

and where they might be shared online, e.g. in videos, 

memes, posts, news stories etc. 

​ ​ ​ ​   ✔️ 

I can explain that not all opinions shared may be 

accepted as true or fair by others (e.g. monsters 

under the bed). 

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can describe and demonstrate how we can get help 

from a trusted adult if we see content that makes us 

feel sad, uncomfortable, worried or frightened.  

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can explain why using various additional tools can 

refine my searches more effectively (e.g. search filters: 

size, type, usage rights etc.). 

​ ​ ​ ​    

I can explain how online content published by an 

individual can be interpreted differently by others.  

​ ​ ​ ​    

I can explain how ‘liking’, ‘sharing’ or ‘forwarding’ 

online content can change people’s opinions of 

someone (e.g. contribute to or damage their online 

​ ​ ​ ​    



 
 
 

reputation). 

I can explain how ‘online marketplaces’ can enable 

small businesses or individuals to do business on a 

wider / global scale. 

​ ​ ​ ​    

I can assess the benefits and limitations of online 

commerce. 

​ ​ ​ ​    

I can recognise when and analyse why online content 

has been designed to influence people’s thoughts, 

beliefs or restrict their autonomy (e.g. fake / 

misleading reviews, fake news or propaganda).  

​ ​ ​ ​    

I can differentiate between genuine news sites and 

fake (or imitation) news sites with similar web 

addresses and if uncertain I can remain sceptical. 

​ ​ ​ ​    

I can explain why conspiracies based on 

disinformation may still attract people even without 

being grounded in real evidence. 

​ ​ ​ ​    

I can demonstrate the appropriate routes if I need to 

report illegal content, e.g. social media reporting tools, 

government reporting sites (terror material). 

​ ​ ​ ​    

 

 

 



 
 
 

 

Health, well-being and lifestyle 

 

This strand explores the impact that technology has on health, well-being and lifestyle e.g. mood, sleep, body health and 

relationships. It also includes understanding negative behaviours and issues amplified and sustained by online technologies and the 

strategies for dealing with them.  

 

Health, well-being and lifestyle PSHE Computing RE Not covered Reception Year 1 Year 2 

I can identify rules that help keep us safe and healthy 

in and beyond the home when using technology. 

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can give some simple examples of these rules. ​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can explain why spending too much time using 

technology can sometimes have a negative impact on 

anyone, e.g. mood, sleep, body, relationships; I can 

give some examples of both positive and negative 

activities where it is easy to spend a lot of time 

engaged (e.g. doing homework, games, films, videos). 

​ ​ ​ ​  ✔️ ✔️ 

I can explain why some online activities have age 

restrictions, why it is important to follow them and 

know who I can talk to if others pressure me to watch 

or do something online that makes me feel 

​ ​ ​ ​   ✔️ 



 
 
 

uncomfortable (e.g. age restricted gaming or web 

sites). 

I recognise and can discuss the pressures that 

technology can place on someone (e.g. immediate 

response on social media and messaging apps; 

always available; invasive; rapid engagement). 

​ ​ ​ ​    

I can explain the importance of self-regulating 

technology use; I can demonstrate strategies to do 

this (e.g. monitoring time spent online, 

avoiding accidents). 

​ ​ ​ ​    

I can explain how someone might recognise that they 

need support to manage their use of technology and 

who might provide that support. 

​ ​ ​ ​    

I can describe strategies to identify and assess when 

peers may need support and describe ways to assist 

peers who may be experiencing difficulties. 

​ ​ ​ ​    

I can identify commercial content (e.g. pop-ups, 

spam) and can discuss simple strategies to manage 

such content (e.g. pop-up blockers, junk folders, 

unsubscribing). 

​ ​ ​ ​  ✔️ ✔️ 

I can identify and assess features that might indicate 

that a site or social group could negatively impact on 

well-being. 

​ ​ ​ ​    

I can offer strategies to identify and evaluate help 

from established respected sites or organisations that 

​ ​ ​ ​    



 
 
 

may be more helpful. 

I can explain the benefits and risks of using online 

sources to self-diagnose and self-medicate and why 

someone should consult a medical professional if they 

are concerned about their 

health. 

​ ​ ​ ​    

 

 

 

Privacy and Security 

 

This strand explores how personal online information can be used, stored, processed and shared. It offers both behavioural and 

technical strategies to limit impact on privacy and protect data and systems against compromise. 

 

Privacy and Security PSHE Computing RE Not 

covered 

Reception Year 1 Year 2 

I can identify some simple examples of my personal 

information (e.g. name, address, birthday, age, 

location). 

​ ​ ​ ​  ✔️ ✔️ 

I can describe who would be trustworthy to share this 

information with; I can explain why they are trusted. 

​ ​ ​ ​  ✔️ ✔️ 



 
 
 

I can describe simple strategies for creating and 

keeping passwords 

private. 

​ ​ ​ ​   ✔️ 

I can give reasons why someone should only share 

information with people they choose to and can trust. 

I can explain that if they are not sure or feel 

pressured then they should tell a trusted adult. 

​ ​ ​ ​  ✔️ ✔️ 

I can describe how connected devices can collect and 

share anyone’s information with others. 

​ ​ ​ ​   ✔️ 

I can explain why someone should use a strong and 

separate password for their email account, as the 

gateway to other online accounts. 

​ ​ ​ ​   ✔️ 

I can explain the terms ‘connectivity’ and the ‘Internet 

of things’. 

​ ​ ​ ​    

I can recognise that devices can collect and share 

data about users with or without their knowledge or 

awareness, e.g. device usage including microphone, 

camera and geolocation. 

​ ​ ​ ​    

I understand the benefits of two factor authentication 

and use it where available. 

​ ​ ​ ​    

I can explain why backing up data is important and 

how this can be done. 

​ ​ ​ ​  ✔️ ✔️ 

I can explain how and why it is important to always 

ensure someone makes safe and secure online 

​ ​ ​ ​    



 
 
 

payments. 

I can explain why online services have terms and 

conditions that govern their use and give examples 

that illustrate how they impact on a user e.g. age 

restrictions. 

​ ​ ​ ​    

I can explain what malware is and give some 

examples of how it operates and what the impact 

could be on a device or user (e.g. viruses, trojans, 

ransomware). 

​ ​ ​ ​    

I can explain what cookies are and can give examples 

of how my online browsing can be tracked and used 

by others (e.g. adware). 

​ ​ ​ ​    

I can explain that devices and the internet can be 

monitored in order to keep people safe. 

​ ​ ​ ​  ✔️ ✔️ 

I can contribute to an informed debate concerning 

the balance between 

national security and safeguarding as against 

personal privacy. 

​ ​ ​ ​    

I can describe how data drawn from users of online 

services can be collected, used or sold to inform other 

services and organisations without 

the users’ knowledge or consent. I can give examples 

of this. 

​ ​ ​ ​    

I can demonstrate additional ways to protect and 

manage data on my 

​ ​ ​ ​    



 
 
 

devices (e.g. “find my phone”; remote access; remote 

data deletion). 

 

Copyright and Ownership 

 

This strand explores the concept of ownership of online content. It explores strategies for protecting personal content and crediting 

the rights of others as well as addressing potential consequences of illegal access, download and distribution. 

 

Copyright and Ownership PSHE Computing RE Not 

covered 

Reception Year 1 Year 2 

I know that work I create belongs to me. ​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can name my work so that others know it belongs to 

me.  

​ ​ ​ ​ ✔️ ✔️ ✔️ 

I can explain why copying someone else’s work from 

the internet without permission isn’t fair and can 

explain what problems this might cause. 

​ ​ ​ ​  ✔️ ✔️ 

I know that commercial online content can be viewed, 

accessed or downloaded illegally. 

​ ​ ​ ​    

I can give some examples of illegal access (e.g. illegal 

streaming, pirate sites, torrent sites, peer-to-peer 

​ ​ ​ ​    



 
 
 

sharing) and the associated risks. 

I can accurately define the concept of plagiarism. ​ ​ ​ ​    

I can use this definition to evaluate online sources. ​ ​ ​ ​    

I can apply Creative Commons Licensing to my own 

work. 

​ ​ ​ ​    

 


